IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 



Application No. : 09/824,493 




Docket No. : 47181-00244USPT 

Customer No. : 30223 



Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

SUPPLEMENTAL 37 C.F.R. § 1.131 DECLARATION 

Dear Sir: 

We, Timothy G. Curray and Bradley A. Lazenby, named co-inventors of pending U.S. 
Patent Application No. 09/824,493 ("the '493 application"), entitled "Ethernet Communications 
For Power Monitoring System," supplementing our "37 C.F.R. § 1.131 DECLARATION" filed 
April 25, 2006, hereby declare: 

1. The subject matter claimed in all the pending claims 1-41 in the '493 application 
was actually reduced to practice prior to November 28, 2000. The hardware that was reduced to 
practice is the Ethernet Communication Card, or "ECC," shown in the photograph on the first 
page of Exhibit B (submitted with our Declaration filed April 25). The ECC is shown in that 
photograph partially inserted into a Power Logic Series 4000 Circuit Monitor. 

2. Attached as Exhibit C is a Schneider Electric/Square D news release dated July 
20, 2000, announcing that the ECC is "Now Available" (i.e., as of July 20, 2000). This news 
release specifically mentions that the ECC allowed customers "to connect their POWERLOGIC 
CM4000 Circuit Monitor to their LAN/WAN system for direct Ethernet communications," that 
"An RS-485 Modbus master port on the ECC supports a daisy-chain of up to 31 additional 
devices, allowing the CM4000 with ECC to act as an Ethernet gateway for the devices," and that 
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"Embedded HTML pages allow for easy device setup and supply real-time power system 
information from the CM4000 circuit monitor through a standard web browser. Similar 
information can also be viewed for devices daisy-chained to the ECC's onboard RS-485 port." 

3. Attached as Exhibit D is a Schneider Electric/Square D Sales Bulletin dated 
August, 2000, entitled "POWERLOGIC Ethernet Communication Card." This bulletin 
specifically describes the ECC as having the following features and functions: 

POWERLOGIC Ethernet Communication Card Features 

• Provides direct Ethernet TCP/IP communication for the POWERLOGIC 
Series 4000 circuit monitor 

• Utilize existing Ethernet LAN/WAN 

• View data and information through embedded HTML pages on a standard 
web browser 

• Embedded HTML pages for setup and configuration 

• 10/100 BaseT and 100 BaseFX ports 

• Supports Modbus/TCP 

• RS485 port supports up to 31 devices over a mixed mode daisy chain, i.e., 
S Y/MAX, Modbus, and Jbus 

• Mounts directly into expansion slot on Series 4000 circuit monitor 

• Downloadable firmware via Internet 
Direct Connection to Ethernet 

The Ethernet Communication Card (ECC) provides Series 4000 Circuit Monitors 
direct high speed Ethernet connection to TCP/IP -based LAN/WAN networks. The 
ECC uses standard UTP RJ-45 and fiber optic LC connectors on the same board for 
flexibility in network cabling. Modbus/TCP protocol allows you a wider range of 
connectivity to include more products and gives network architecture more 
flexibility. Communicating at 10/100 megabaud speeds, the Series 4000 Circuit 
Monitor with the ECC puts fast access to information at your fingertips. 

East Installation, Setup, and Data Viewing 

The ECC easily installs into an expansion slot on the circuit monitor and connects 
by either UTP or fiber. A standard web browser gives access to embedded HTML 
pages that guide you through the setup and configuration process with ease. The 
power of the circuit monitor is now at your service with browser access to web 
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pages displaying real-time data. Five embedded HTML pages are customizable to 
meet your needs and can be created on a desktop PC then uploaded over the 
Ethernet through the ECC. 

Information is also available from devices daisy-chained to the onboard RS-485 
port. The port supports mixed mode communications including SY/MAX, 
MODBUS, and JBUS protocols. Up to 31 defined devices can be supported, 64 
with a repeater. 

Ethernet-based POWERLOGIC Power Monitoring Systems 

The POWERLOGIC Power Monitoring and Control System with the Series 4000 
Circuit Monitor and ECC allows you to leverage your existing Ethernet technology 
to satisfy your power monitoring and control system needs. Access to power and 
energy data, power quality, and other information is now available over virtually 
any existing communication infrastructure, including the Internet. 

The combination of the Series 4000 Circuit Monitor and ECC provides greater 
expansion and flexibility in existing monitoring and control systems. As your 
POWERLOGIC system expands (the number of users increase, and additional 
devices are installed), you will be able to use standard off-the-shelf products to 
meet your specific network requirements. 

4. ECC's were sold and shipped to several customers in August, September and 
October of 2000, and those ECC's included all the features and functionality described in 
paragraphs 2 and 3 of our Declaration filed April 25, 2006. Two such sales are confirmed by 
Exhibits E and F, which are copies of Square D Order Data Reports showing that ECC's were 
sold and shipped to Southern California Edison in Westminster, California on August 17, 2000, 
and to Fermilab in Batavia, Illinois on September 5, 2000. More than 100 ECC's were shipped 
to various customers in the United States before November of 2000. 

5. One example of an ECC that was manufactured in September of 2000 is shown in 
the photographs in Exhibit G. The label affixed to this ECC, visible in the upper right-hand 
corner of the first photograph in Exhibit G, shows that this ECC was made on September 11, 
2000, and was assigned Serial No. 13000060. The optical fiber port is covered by the cream- 
colored cap protruding from the top edge of the card in the first photograph. 

6. Square D would not have sold and shipped the ECC, particularly in such 
quantities, without having thoroughly tested the design of the final product to ensure that it 
would perform the functions described in the sales literature and news releases (e.g., Exhibit C) 
and in the Instruction Bulletin that accompanied each product (see, e.g., the Instruction Bulletin 
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submitted as Exhibit B to our Declaration filed April 25). We were personally involved in such 
testing throughout the first eight months of 2000. Many of the tests to which the ECC was 
subjected prior to the first sales in August of 2000 are described in paragraphs 2 and 3 of our 
Declaration filed April 25. Those tests were carried out using test protocols established within 
Square D and described in an "ECC Test" document attached hereto as Exhibit H. 

7. Prior to August of 2000, the ECC produced satisfactory results in each of the tests 
identified in Exhibit H. Those test results demonstrated that the ECC performed all the functions 
described in paragraphs 2 and 3 of our Declaration filed April 25. The ECC's that were tested at 
that time contained all the components and features identified in the bullet points listed in 
paragraphs 2 and 3 of our Declaration filed April 25, and were tested in a Square D Power Logic 
Series 4000 Circuit Monitor (referred to in Exhibit H as "CM4") to communicate with, and 
gather data in real time from, daisy-chained slave devices such as Square D's Series 2000 and 
Series 4000 Circuit Monitors (referred to in Exhibit H as "CM2s" and "CM4s") and Power 
Meters (referred to in Exhibit H as "PMs"). Custom HTML pages stored in the CM4 were 
accessed through the ECC using a standard web browser in a PC, to display information from 
both the CM4 and the daisy-chained slave devices. The ECC had an RS-485 communication 
port (used to connect to the daisy chain of slave devices via 4-wire or 2-wire shielded cable), a 
10/100 BaseT Twisted Pair port with a standard RJ-45 connector, a 100BaseFX port for optical 
fiber cable connections (either half-duplex or full-duplex), and a "ECC/CM4000 Connector" for 
connecting the ECC to the CM4. The ECC supported communications with MODBUS/JBUS 
devices and "PowerLogic" protocol (SY/MAX" devices). Custom pages could be uploaded from 
a PC to the CM4 using File Transfer Protocol (FTP). Thus, the tests conducted prior to August 
of 2000 included all the elements of all the claims 1-41 in the '493 application, and the results of 
those tests confirmed that all those elements worked for their intended purposes. Specifically: 

• the "processor" recited in independent claims 1, 2, 3, 4, 5, 8, 9, 10, 11, 12, 13, 16, 38 
and 41 (which corresponds to the CPU shown in Figure 1 on page 8 of Exhibit A, 
which is the same as Fig. 2 of the '493 application) was successfully tested prior to 
August of 2000 as both a master device and a slave device in the various "ECC 
Communications" tests identified in sections 1.1 through 1.6 of Exhibit H; 

• the "communications interface" recited in independent claims 1, 3, 4, 5, 6, 7, 9, 11, 
12, 14, 15, 38, 39 and 40 (which correspond to the RS485 port shown in Figure 1 on 
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page 8 of Exhibit A, which is the same as Fig. 2 of the '493 application, and the 
"slave RS485 devices" referred to on page 7 of Exhibit A) were successfully tested 
prior to August of 2000 in the various "ECC Communications" tests identified in 
sections 1.1 through 1.6 of Exhibit H, and in the various "ECC Functionality" tests 
identified in sections 2.1 through 2.5 of Exhibit H; 

• the connected "slave devices" recited in independent claims 1-3, 10-11, 18-19, 25-26, 
32-33 and 38 (which correspond to the "slave RS485 devices" referred to on page 7 
of Exhibit A) were successfully tested prior to August of 2000 as a master device in 
the various "ECC Communications" tests identified in sections 1.1 through 1.6 of 
Exhibit H; 

• the use of "real-time information" recited in independent claims 1, 9, 17, 24, 31 and 
38 (which corresponds to the "real time, tabular data from the attached devices" 
referred to on page 36 of Exhibit A) was successfully tested prior to August of 2000 
in the various "ECC Communications" tests identified in sections 1.1 through 1.6 of 
Exhibit H, and in the various "ECC Security" tests identified in section 3.5.1 of 
Exhibit H; 

• the "HTML pages" recited in independent claims 1, 17, 24, 31 and 38 (which 
correspond to HTML pages referred to on pages 2, 17, 21-22, 36, 50 and 55 of 
Exhibit A) were successfully tested prior to August of 2000 in the various "ECC 
Security" tests identified in sections 3.1 through 3.5 in Exhibit H; 

• the "JavaScript" recited in claims 4, 12, 20, 27 and 34 (which corresponds to the 
JavaScript referred to on pages 37 and 40 of Exhibit A) was successfully tested prior 
to August of 2000 in the various "ECC Security" tests identified in section 3.5.1 of 
Exhibit H; 

• the "SyMax" recited in claims 3, 1 1, 19, 26 and 33 (which corresponds to the SyMax 
referred to on pages 7, 38 and 51 of Exhibit A) was successfully tested prior to 
August of 2000 in the various "ECC Communications" tests identified in sections 
1.1.3, 1.2.3, 1.4.3 and 1.5.3 of Exhibit H; 

• the "Modbus" recited in claims 3, 11, 19, 26 and 33 (which corresponds to the 
Modbus referred to on pages 7, 16, 20, 24, 31-33, 38, 51, 53, 55 and 58-60 of Exhibit 
A) was successfully tested prior to August of 2000 in the various "ECC 
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Communications" tests identified in sections 1.1.2-1.1.3, 1.2.2-1.2.3, 1.3.1, 1.4.2- 
1.4.3 and 1.5.2-1.5.3 of Exhibit H; 

• the "Jbus" recited in claims 3, 11, 19, 26 and 33 (which corresponds to the Jbus 
referred to on pages 7, 24 and 51 of Exhibit A) was successfully tested prior to 
August of 2000 in the various "ECC Communications" tests identified in sections 
1.1.3, 1.2.3, 1.4.3 and 1.5.3 of Exhibit H; 

• the "web browser" or "internet browser" recited in claims 5, 8, 13, 16, 21 and 41 
(which corresponds to the web browser or internet browser referred to on pages 17, 
21 and 22 of Exhibit A) was successfully tested prior to August of 2000 in the various 
"ECC Security" tests identified in sections 3.1 through 3.3 of Exhibit H; 

• the "login" recited in claims 5, 13, 21, 28 and 35 (which corresponds to the login 
referred to on pages 17, 31, 36 and 50 of Exhibit A) was successfully tested prior to 
August of 2000 in the various "ECC Security" tests identified in sections 3.1 through 
3.3 of Exhibit H; 

• the "access token" recited in claims 5, 13, 21, 28 and 35 (which corresponds to the 
access token referred to on pages 17, 31 and 59 of Exhibit A) was successfully tested 
prior to August of 2000 in the various "ECC Security" tests identified in sections 3.1 
through 3.3 of Exhibit H; 

• the "fast ethernet transceiver" recited in claims 7,15 and 40 (which corresponds to the 
fast ethernet transceiver referred to on page 12 of Exhibit A) was successfully tested 
prior to August of 2000 in all the various ECC tests identified in Exhibit H; 

• the "10/100 media access controller" recited in claims 7, 15, 23, 30, 37 and 40 (which 
corresponds to the 10/100 media access controller referred to on pages 7, 8, 10 and 12 
of Exhibit A) was successfully tested prior to August of 2000 in all the various ECC 
tests identified in Exhibit H; 

• the "daisy chain" recited in claims 3, 11, 19, 26 and 33 (which corresponds to the 
daisy chain referred to on pages 11, 20, 24 and 36 of Exhibit A) was successfully 
tested prior to August of 2000 in the various "ECC Communications" tests identified 
in sections 1.1 through 1.6 of Exhibit H; 

• the "full duplex or half duplex communications" recited in claims 3, 1 1, 19, 26 and 33 
(which corresponds to the full duplex and half duplex referred to on pages 1 and 51 of 
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Exhibit A) were successfully tested prior to August of 2000 in the various "ECC 
Communications" tests identified in sections 1.1 through 1.6 of Exhibit H (the 
"4Wire M tests were full duplex and the "2 Wire" were half duplex); 
• the "single physical interface chip capable of supporting dual physical ethernet media 
types" recited in claims 6, 14, 22, 29, 36 and 39 (which corresponds to the PHY 
referred to throughout Exhibit A and identified on page 14 of Exhibit A as an "IC," 
which means an integrated circuit or chip) was successfully tested prior to August of 
2000 in all the various ECC tests identified in Exhibit H. 

8. The "pseudo-ECL interface" recited in claims 7, 15, 23, 30, 37 and 40 (which 
corresponds to the pseudo-ECL interface referred to on page 12 of Exhibit A) and the 
"100BaseFX fast fiber transceiver" recited in claims 7, 15, 23, 30, 37 and 40 (which corresponds 
to the 100BaseFX fast fiber transceiver referred to on pages 7 and 12 of Exhibit A) were also 
successfully tested. These tests involved the use of the optical fiber port on the ECC, and it was 
necessary for us to purchase a special optical-fiber cable for such tests. The attached Exhibit 1 is 
a purchase order for that cable, purchased on April 26, 2000. 

9. Attached as Exhibit J are copies of exemplary Square D records of bug results 
after tests conducted on ECC's in June and July of 2000, prior to the first shipments of ECC's to 
customers in August of 2000. 

10. We hereby declare that all statements made herein of our own knowledge are true 
and that all statements made on information and belief are believed to be true; and, further, that 
these statements and the like so made are punishable by fine or imprisonment, or both, under 
Section 1001 of Title 18 of the United States Code, and that such willful false statements may 
jeopardize the validity of the '493 application or any patent issued thereon. 





Dated; September 2006 



Bradley A. Lazenby 
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POWERLOGIC® SERIES 4000 CIRCUIT MONITOR NOW AVAILABLE WITH 
ETHERNET COMMUNICATIONS CARD 

Ethernet Connectivity Miows^cess 

PALATINE, III. - July 20, 2000 - A new Ethernet Communications Card (ECC) allows 
customers to connect their POWERLOGIC® CM4000 Circuit Monitor to their LAN/WAN 
system for direct Ethernet communications. The ECC provides high-speed 
communications via 10/100baseT or 100baseFX connections. 

"By connecting their power monitoring and control systems directly into their Ethernet 
system, customers can enhance system communications and maximize the return on 
their infrastructure investment," said Gary Jones, Director of the Power Monitoring 
Organization within Square D. "Adding the ECC to the POWERLOGIC System is one 
more step in our efforts to meet the demand of customers for open network devices." 
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Schneider Electric/Square D 

1415 South Roselle Road 
Palatine, IL 
60067-7399 
Tel. (1)847-397-2600 
Fax (1)847-925-7271 
www.SquareD.com 
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ETHERNET COMMUNICATIONS CARD / Page 2 



Located in LaVergne, Tenn., the Power Management Organization was created within 
Square D in 1989 to develop, design and market power monitoring and control systems 
and analytical services. The Power Management Organization offers a full range of 
products and services, including power monitoring hardware and software, lighting 
control hardware and software and a variety of engineering services. 

Schneider Electric is the World's Power and Control Specialist, with operations in 130 
countries and 67,500 employees worldwide. The company reported 1999 sales of 
approximately $8.4 billion. Schneider Electric is headquartered in Paris, France and has 
four major brands - SQUARE D, MODICON, TELEMECANIQUE and MERLIN GERIN. 

The full line of electrical distribution equipment includes circuit breakers, load centers, 
panelboards, switchboards, low and medium voltage switchgear, unit substations, 
transformers, safety switches, busway and wire management, power quality and power 
monitoring equipment. Services include equipment maintenance and repair as well as 
maintenance contracts and power management services. 

### 

This release is submitted for consideration in both print and Web publications. 



POWERLOGIC Ethernet 
Communication Card 



The POWERLOGIC* 
Ethernet 

Communication Card 
allows direct 
connection of 
POWERLOGIC Circuit 
Monitors and 
POWERLOGIC 
compatible devices to 
any TCP/IP based 
network. 



POWERLOGIC Ethernet 
Communication Card 
Features 

• Provides direct Ethernet 
TCP/IP communication for 
the POWERLOGIC Series 
4000 circuit monitor 

• Utilize existing Ethernet 
LAN/WAN 

• View data and information 
through embedded HTML 
pages on a standard web 
browser 

• Embedded HTML pages 
for setup and 
configuration 

• 10/100 BaseTand100 
BaseFX ports 

• Supports Modbus/TCP 

• RS485 port supports up to 
31 devices over a mixed 
mode daisy chain, i.e., 
SY/MAX, Modbus, and 
Jbus 

• Mounts directly into 
expansion slot on Series 
4000 circuit monitor 

• Downloadable firmware 
via Internet 




The explosion in information technology networking has created a natural 
evolution for power monitoring and control systems toward high-speed 
open communication networks. POWERLOGIC Power Monitoring and 
Control Systems are rapidly leading the industry in this direction with the 
latest development for the Series 4000 Circuit Monitor, the Ethernet 
Communication Card. 

Direct Connection to Ethernet 

The Ethernet Communication Card (ECC) provides Series 4000 Circuit 
Monitors direct high speed Ethernet connection to TCP/IP-based LAN/WAN 
networks. The ECC uses standard UTP RJ-45 and fiber optic LC connec- 
tors on the same board for flexibility in network cabling. Modbus/TCP 
protocol allows you a wider range of connectivity to include more products 
and gives network architecture more flexibility. Communicating at 10/100 
megabaud speeds, the Series 4000 Circuit Monitor with the ECC puts fast 
access to information at your fingertips. 

Easy Installation, Setup, and Data Viewing 

The ECC easily installs into an expansion slot on the circuit monitor and 
connects by either UTP or fiber. A standard web browser gives access to 
embedded HTML pages that guide you through the setup and configuration 
process with ease. The power of the circuit monitor is now at your service 
with browser access to web pages displaying real-time data. Five 
embedded HTML pages are customizable to meet your needs and can be 
created on a desktop PC then uploaded over the Ethernet through the 
ECC. 

Information is also available from devices daisy-chained to the onboard 
RS-485 port. The port supports mixed mode communications including 
SY/MAX, MODBUS, and JBUS protocols. Up to 31 defined devices can be 
supported, 64 with a repeater. 
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POWERLOGIC Ethernet 
Communication Card 



Technical Specifications 
Control Power Input Specifications 

ECC21 Derives control power 

directly from the 
Circuit Monitor 

Environmental Specifications 

Ambient Operating 

Temperature -25 to 70°C 

Ambient Storage 

Temperature -40 to 85°C 

Relative Humidity Rating 

(non condensing) 5 to 95% 

Altitude Range -200 to +10,000 ft 

Standard Compliance 

Electromagnetic Interference 

Radiated FCC Part 15 

Class A/CE Heavy 
Industrial 

Conducted FCC Part 15 

Class A/CE Heavy 
Industrial 

Electrostatic Discharge .... IEC 1000-4-2 
Level 3 

Electrical Fast Transient... IEC 1000-4-4 
Level 3 

Immunity to Surge IEC 1000-4-3 

Level 4 

Immunity Radiated IEC 1000-4-3 

Level 3 



Ethernet-based POWERLOGIC Power Monitoring Systems 

The POWERLOGIC Power Monitoring and Control System with the Series 
4000 Circuit Monitor and ECC allows you to leverage your existing Ether- 
net technology to satisfy your power monitoring and control system needs. 
Access to power and energy data, power quality, and other information is 
now available over virtually any existing communication infrastructure, 
including the Internet. 

The combination of the Series 4000 Circuit Monitor and ECC provides 
greater expansion and flexibility in existing monitoring and control systems. 
As your POWERLOGIC system expands (the number of users increase, 
and additional devices are installed), you will be able to use standard off- 
the-shelf products to meet your specific network requirements. 
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Ordering Information 



fType- ' 


: ; :Ii r ; /'- Description J .!. i .., i-'lM. 


ECC21 


POWERLOGIC Ethernet Communication Card 



Bulletin No. 3020HO0003 August 2000 
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ECC TEST 



1. ECC Communications 



1.1 4 Wire RS485 verification at 9600 baud rate 

1.1.1 Powerlogic Protocol: Create a system containing 32 devices (The 1st device is 

the host CM4 containing the ECC. Include a combination of CM2s and PMs) to 
use the powerlogic protocol. Go online with the system and verify that all 
devices talk. Perform a communications test on the system and verify that it 
passes. 



1.1.2 Modbus Protocol: Create a system containing 32 devices (The 1st device is the 

host CM4 containing the ECC. Include a combination of CM4s and PMs) to use 
the modbus protocol. Go online with the system and verify that all devices talk. 
Perform a communications test on the system and verify that it passes. 



1.1.3 Mixed Mode (Powerlogic, Modbus, Jbus, &/or Symax): Create a system 

containing 32 devices (The 1st device is the host CM4 containing the ECC. 
Include a combination of CM4s, CM2s, and PMs), which will include different 
protocols. Go online with the system and verify that all devices talk. Perform a 
communications test on the system and verify that it passes. 



1.2 4- Wire RS485 verification at 19.2k baud rate 

1.2.1 Powerlogic Protocol: Create a system containing 32 devices (The 1st device is 
the host CM4 containing the ECC. Include a combination of CM2s and PMs) to 
use the powerlogic protocol. Go online with the system and verify that all 
devices talk. Perform a communications test on the system and verify that it 
passes. 

1.2.2 Modbus Protocol: Create a system containing 32 devices (The 1st device is the 
host CM4 containing the ECC. Include a combination of CM4s and PMs) to use 
the modbus protocol. Go online with the system and verify that all devices talk. 
Perform a communications test on the system and verify that it passes. 



1.2.3 Mixed Mode (Powerlogic, Modbus, Jbus, &/or Symax): Create a system 

containing 32 devices (The 1st device is the host CM4 containing the ECC. 
Include a combination of CM4s, CM2s, and PMs), which will include different 
protocols. Go online with the system and verify that all devices talk. Perform a 
communications test on the system and verify that it passes. 



1.3 4 Wire RS485 verification at 38.4k baud rate 

1.3.1 Modbus Protocol: Create a system containing 32 CM4s. The 1st device is the 

host CM4 containing the ECC. Go online with the system and verify that all 
devices talk. Perform a communications test on the system and verify that it 
passes. 
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1.4 2 Wire RS485 verification at 9600 baud rate 

1.4.1 Powerlogic Protocol: Create a system containing 32 devices (The 1st device is 

the host CM4 containing the ECC. Include a combination of CM2s and PMs) to 
use the powerlogic protocol. Go online with the system and verify that all 
devices talk. Perform a communications test on the system and verify that it 
passes. 



1.4.2 Modbus Protocol: Create a system containing 32 devices (The 1st device is the 

host CM4 containing the ECC. Include a combination of CM4s and PMs) to use 
the modbus protocol Go online with the system and verify that all devices talk. 
Perform a communications test on the system and verify that it passes. 



1.4.3 Mixed Mode (Powerlogic, Modbus, Jbus, &/or Symax): Create a system 

containing 32 devices (The 1st device is the host CM4 containing the ECC. 
Include a combination of CM4s, CM2s, and PMs), which will include different 
protocols. Go online with the system and verify that all devices talk. Perform a 
communications test on the system and verify that it passes. 



1.5 2 Wire RS485 verification at 19.2k baud rate 

1.5.1 Powerlogic Protocol: Create a system containing 32 devices (The 1st device is 

the host CM4 containing the ECC. Include a combination of CM2s and PMs) to 
use the powerlogic protocol. Go online with the system and verify that all 
devices talk. Perform a communications test on the system and verify that it 
passes. 



1.5.2 Modbus Protocol: Create a system containing 32 devices (The 1st device is the 

host CM4 containing the ECC. Include a combination of CM4s and PMs) to use 
the modbus protocol. Go online with the system and verify that all devices talk. 
Perform a communications test on the system and verify that it passes. 



1.5.3 Mixed Mode (Powerlogic, Modbus, Jbus, &/or Symax): Create a system 

containing 32 devices (The 1st device is the host CM4 containing the ECC. 
Include a combination of CM4s, CM2s, and PMs), which will include different 
protocols. Go online with the system and verify that all devices talk. Perform a 
communications test on the system and verify that it passes. 



1.6 2 Wire RS485 verification at 38.4k baud rate 

1.6.1 Modbus Protocol: Create a system containing 32 CM4s. The 1st device is the 

host CM4 containing the ECC. Go online with the system and verify that all 
devices talk. Perform a communications test on the system and verify that it 
passes. 
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2. ECC Functionality 

2.1 Verify tables and displays 

2.1.1 View tables and verify that the values are correct: Set up a system containing 
CM4s, CM2s, Proxima Breakers, and PMs (2 devices per device type). Use 
19.2K as the baud rate. Go online with the system and view every table and 
verify that the tables display the correct information. (Time, Metered Values, & 
Physical Appearance) 

2.1.2 View meters display for correctness: View meter displays and verify that they 
display the correct information. (Time, Metered Values, & Physical 
Appearance) 

2.1.3 View bar charts and verify that they work correctly: View bar charts and 
verify that they display the correct information. (Time, Metered Values, & 
Physical Appearance) 



2.2 Verify GFX diagrams 

2.2.1 View diagram with every type of GFX block: Create a GFX diagram using all 

of the different types of blocks and then view each block to see if it updates 
correctly with the proper values. 



2.3 Verify Logging and Alarms 

2.3.1 Set up logging: Setup a basic logging template and select a CM4, CM2, 
Proxima Breaker & PM650 for devices to log the basic quantities. Verify that 
logging is working by viewing historical data and trend plots. 

2.3.2 Set up analog and digital alarms: Set up an analog and digital alarm for a 
CM4, CM2, Proxima Breaker, & PM650. Verify that the alarms are working by 
initiating both the analog and digital alarms making sure that the alarms are 
annunciated in the alarm log for all devices. 



2.3.3 View active functions and verify that they are correct: Click on the Function 

tab and verify that the active functions are getting updated. 



2.4 Verify Waveforms 

2.4.1 Retrieve Waveforms: Retrieve a 4 cycle, 64 cycle, and high-resolution 
waveform from a CM4 and a CM2. 

2.4.2 Export Waveforms: Export retrieved waveforms into export folder. 

2.4.3 Import Waveforms: Import waveforms from export folder. 
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2.5 Read and Write Registers 

2.5.1 Read register: Read a single register from a CM2 & CM4 to verify ability to 
read a register. 

2.5.2 Write register: Write a value into s register and then read the register to verify 
that the value was taken. 



2.5.3 Read multiple registers: Read multiple registers from both a CM2 and CM4 to 
verify multiple register reads. 

2.5.4 Write multiple registers: Write multiple registers on both a CM2 and CM4 and 
then read the registers to verify that the values were taken. 



3. ECC Security 

3.1 Verify user levels for access rights 

3.1.1 Test the administrator password: View all tables that are available to the 
HTML format. 

3.1.2 Test the view only access levels: While using the userl password, try to view 
the HTM pages used for setup. Verify that these pages are not in the list. 

3.1.3 Test none access level: Verify that no HTML pages are available from a client 
with no access. 

3.1.4 Verify bit maps for user3 password: Read register 522 for a client with the 
user3 password and verify that all the bits are zero. 

3.1.5 Verify bit maps for administrator password: Read register 522 for a client 
with the administrator password and verify that all the bits are set to 1 unless 
designated to be reserved for future use. 



3.2 Verify that 10 access tokens can be active at one time 

3.2.1 Access the ECC from 10 sources: Verify that HTML pages can be view from 
10 different clients that have view access. 

3.2.2 Attempt to access the ECC from 11 sources: Verify that access is denied for 
the 1 1 client that is trying to view and HTML page. 



3.3 Verify Advanced Setup 

3.3.1 Make sure that this setup is only accessible by the administrator: Try to 

access this HTML page without logging in with the administrator password. 
Verify that this is not allowed. 
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3.3.2 Verify default access token expiration time: With the access expiration time 
set for the 2 minute default don't request any information from client for 3 
minutes. Then try to request for some information and verify that you have to 
logon again. 

3.3.3 Verify access token expiration time less than default: Configure the access 
token to expire after 1 minute and verify that it works. Don't request any 
information from client for 1 . Minute and 30 seconds. Then try to request for 
some information and verify that you have to logon again. 

3.3.4 Verify access token expiration time greater than default: Configure the 
access token to expire after 5 minute and verify that it works. Don't request any 
information from client for 6. Minutes. Then try to request for some 
information and verify that you have to logon again. 

3.3.5 Configure the timeout for the CM4: Change the timeout for the CM4 and then 
refresh the Advanced Parameters Setup HTML page to verify that the change 
was accepted. 

3.3.6 Configure the timeout for RS485: Change the timeout for the RS485 and then 
refresh the Advanced Parameters Setup HTML page to verify that the change 
was accepted. 



3.4 Verify Control Outputs 

3.4.1 Set up a control output: Set up control outputs to a CM2, CM4, and a proxima 

breaker to have associations. Perform control output for these devices and verify 
that they pass. 



3.5 Verify that FTP works 

3.5.1 FTP a custom device table: FTP a custom HTML table and view it to verify 
that it works correctly. 

3.5.2 FTP Firmware: FTP new firmware into a CM4 an verify that it works. 
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ECC Test Check List 
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3.3.2 


Default Access Token Expiration 






3.3.3 


Less than Default Access Token Expiration 






3.3.4 


Greater than Default Access Token Expiration 






3.3.5 


Configure CM4 Timeout 






3.3.6 


Configure RS485 Timeout 
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Control Output 
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Recommended Testing 



1) Long distance communications testing per table baud rates to verify distance capabilities 
4-Wire 



Baud Rate 


Max Distance for 1-16 Devices 


Max Distance for 17-32 Devices 


9600 


10,000ft (3,048m) 


4,000 (1,219m) 


19200 


10,000ft (3,048m) 


2,500 (762m) 


38400 


5,000 (1,524m) 


1,500 (m) 


2-Wire 


Baud Rate 


Max Distance for 1-16 Devices 


Max Distance for 17-32 Devices 


9600 


10,000ft (3,048m) 


4,000 (1,219m) 


19200 


5,000 (1,524m) 


2,500 (762m) 


38400 


TBD 


TBD 
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